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Introduction

123 Flash Chat Server Software is a real-time, powerful, high performance chat
server produced by TopCMM Software Corp. (http://www.topcmm.com/) .This user

manual contains clearly labeled diagrams and instructions for how to install, use, and
administrate 123 Flash Chat Server Software for your website. The trial edition of 123
Flash Chat Server Software is totally free and includes every feature of the full version,

however limited to only 10 concurrent users.

The latest information of 123 Flash Chat Server Software:
http://www.123flashchat.com.

Purchase online:

http://www.123flashchat.com/buy.html. Thank you!

Requirements

2.1 Server Requirements

2.1.1 Supported Platforms

Windows 95/98/NT/ME/2000/XP/Vista
Solaris/Sparc 2.6, 7,8,9
Solaris/Intel 2.6,7,8,9

Compag Tru64

IRIX

HP-UX 10.20, 11

AIX 4.3.x

Linux Redhat 6.3, 7.1, 7.2, 7.3, 9
Linux Caldera

TurboLinux

Mac OS Classic 8.1 - 9.X

Mac OS X 10.0 - 10.1
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B Mac OS X Server

2.1.2 Hardware requirements

123 Flash Chat Server Software will be compatible with most server hardware.
The minimum hardware requirements are as follows:

B 586/200 MHz or faster processor
B 64 MB of RAM or more
B 100 MB free hard disk space or more

Dedicated PII/400 MHz with 256 MB RAM is eligible to handle 500 or more concurrent users.
Adding extra RAM and processors will improve the performance of 123 Flash Chat.

2.1.3 Java Virtual Machine(JVM) Requirements

A Java Virtual Machine (JVM), or a Java Developer Kit (JDK), fully compliant with the Sun
J2SDK 5.0 is required to run the 123 Flash Chat server. We recommend J2SDK 5.0 or a
higher version.

For the current version of JDK, visit http://java.sun.com/.

Note: The Windows and Linux versions of 123 Flash Chat Server Software now include the
SunJ2SDK50so0o it wondbét be necessary to instal

2.1.4 Portrequirements

123 Flash Chat Server Software needs at least ONE free port. The default port is: 51127

123 Flash Chat Server Software can listen to two ports simultaneously to guarantee the

accessibility:

a low one (<1024) and a high one (1024~65535).

To ensure your users don6t have to configure a fire
low port can be set to 80 or 443, sinceitisal | owed by mosst usersé firewalll
But remember, ports below 1024 can only be accessed using flash player 7 or 8. That ds why
you may set a high port (1024~65535) to serve lower version flash player.

123 Flash Chat Server Software has a built-in web server JUST for testing purpose. The

default port value for this web server is 35555.

For more detailed instructions on ports, please refer to the: Server Configuration Section of

this guide.

2.2 Client Requirements
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2.2.1 Hardware Requirements

B 586/166 MHz or faster processor
B 64 MB of RAM or more.

2.2.2 Flash Player Requirements

The client will need Macromedia Flash Player 6 or above to use the flash chat client.

If users do not have flash player 6 or higher installed, they will be notified of these
requirements and automatically directed to Macromedia Download Center to download
Macromedia Flash Player for free.

3. Installation

Two main versions of 123 Flash Chat Server Software are available, one is for Windows
and the other for Linux. Both include J2SDK5.0.

For operating systems other than Windows or Linux, before installing 123 Flash Chat
Server, J2SDK 5.0 must be downloaded by visiting http://java.sun.com and installed.

The installation will include two parts:
1. Installing the chat server
2. Configuring a web server and embed the chat client to your webpage

3.1 Overview the files:

It contains the following folders:

[client
ad
banner

B
B

flashEmotion

, help
, skin
/doc
/server
data
A default
E logs
E  members
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E message

E rooms
E userinfo
. efc
A groups
E default
b
s logs

wrapper_win32

B

/readme.txt

B

3.2 Installing the Chat Server

3.2.1 Windows NT/2k/XP/2003

database
lang

skin
server.xml
client.xml

Follow the steps below to install the latest Windows version of 123 Flash Chat Server

1. Download the latest Windows version of 123 Flash Chat Server Software at:

http://www.123flashchat.com/download.html, get the file: 123flashchat.exe

2. Double click AL23flashchat.exea It will take a few minutes to install just following the simple

instructions in it.
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f& Setup — 123 Flash Chat Server 6.9.3 ]

Welcome to the 123 Flash Chat
Server 6.9.3 Setup Wizard

Thiz will ingtall 123 Flagh Chat Server 5.9.3 on vour computer.

It iz recommended that you cloze all other applications befare
continuing.

Click Megt to continue, or Cancel to exit Setup.

E_ﬂe:-:b i[ Cancel

3. After 123 Flash Chat Server has been installed, wait a few seconds while 123 Flash Chat
Server as a Windows NT service is automatically started( Usually you don't have to start it
manually).

123 Flash Chat Server as a Windows NT service will automatically load and start after each
reboot of your server computer.
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& Setup — 123 Flash Chat Server 6.9.3 g|

Completing the 123 Flash Chat
Server 6.9.3 Setup Wizard

Setup has finizhed installing 123 Flagh Chat Server 5.9.3 on
wour computer. The application may be launched by zelecting
the inzstalled icons.

Click. Finizh bo exit Setup.

Server has been installed and started, start a client o test

4. Start the chat server.

This can be done by starting the server in service mode or console mode, if it was stopped
before. These modes are explained below:

a) Starting in service mode:
(In the Windows system)

start->program->123 flash chat server 6.0 -> Server->start 123 flash chat server.

<= Start 123 Flash Chat Server

Starting the 123 Flash Chat Server 6.9.3 service...
123 Flash Chat Server 6.9.3 started.

Press any key to continue

If an error occurs, probably the chat server is already started before or there is a problem with
the server configuration. To check what type of error it is, please start in console mode.

b) Starting in console mode:
(In the Windows system)
start->program->123 flash chat server 6.0->control->start 123 flash chat server (console mode).

Usually you will see something similar to the screen below:
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“= Start 123 Flash Chat server{Console mode)

———== —3—2—2—2 wuw.123f lashchat .com <—4{—4{—<

Welcome to try 123 Flash Chat Server software?

Thiz iz a demo version of 123 Flash Chat Server 6.7.3 fhuild 20080512
Get the full version: http: 2wuw._123f lashchat .comsbuy_html

———== —3—23—2—2 wuw.123f lashchat .com <—4{—4{—<

et Suyszstem Timezone GMT

ocading ip—to—country data ...

oading connection policy ...

tarting the tcp server ...

tarting the chat tcp server on: SB_B_A_A:51127

tarting http server...

tarting the chat http server on: B.B.B_0:35555

23 Flazh Chat Server has heen Started?

You can open this wurl to test: http:- 7192 _168_08_.18:-35555
tarting the flash media server ...

Console mode is helpful to check error details.
Console mode does not need to be used unless there is a problem with the process of starting
the chat server. After fixing the problem, it is recommended to stop chat server and start again

in service mode.
5. To stop chat server:

a) If you are in service mode, please stop the server in the following way:
start->program->123flash chat server 6.0->server->stop 123 flash chat server.
b) If you are in console mode, please stop the server by simply closing the pop-up DOS window.

“> Stop 123 Flash Chat Server

wrapper Stopping the 123 Flash Chat Server 6.9.3 service...

123 Flash Chat Server 6.9.3 stopped.
ress any key to continue . . .

6. To restart chat server:

a) If you are in service mode, please restart the server in following way:

Start->program->123 flash chat server 6.0->server->restart 123 flash chat server.
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b) If you are in console mode, please close the DOS window firstly, and restart the server in

following way:

start->program->123 flash chat server 6.0->server-> restart 123 flash chat server

Note: After configuring the server parameter manually, you have to restart the chat server to make

the changes effective.

Note: Windows 98 and Windows ME do not support NT service. If you need to run the chat
server on a Windows 98 or Windows ME server you should open Notepad to create a file with

following code (in one single line):

jre\bin\java -classpath
fire\lib\sunrsasign.jar;jre\lib\rt.jar;jre\lib\plugin.jar;jre\lib\jsse.jar;jre\lib\jce.jar;jre\lib\charsets.jar;lib
\fcserver.jar;lib\moderator.jar;lib\log4j.jar;lib\xerces.jar;lib\jdom.jar;lib\mysql.jard
com.topcmm.jchat.FCServer

Save it as a *.bat file to 123flashchat installed directory, for example, start98.bat, then open
DOS window:

cd <123flashchat_installed_directory>\server

start98.bat

3.2.2 Windows Vista

If you got an error message fivrapper | OpenSCManager failedo when you start, stop or
restart the chat server program, you can right-click the program you wish to run, and
select the option fRunAsAdministratoroto run the program successfully.
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. T-Tp
. 123 Flash Chat Server 6.5
123 Flash Chat Serve 8 8. 3 L Chent
. Accessories » A doc
. apacheHTTPSenver224  » [ JEII - €t Commnca configunation fie
. Dell Accessones » Buy 123 Fleth Chat Server full verson = Ede Global configurstion file
. Ethereal g ChotTent o Restart 123 Flagh Ohat Server
. Exteas and Upgrades Check Update Sart 123 Flash Chat Server
, FieZis Chent Onine Support Start 123 Flash Chat server{Conm
. Games | Readme Stop 123 Flash Chat Server
. Google Photos Screensaves g unnstall
. Google Talk | Visit 123 Plash Chat web Ste
. Google Updater
. HazpWatch Basic Edaion

Open file location

PN r——
JIE RN O

3.2.3 Linux

1.1f you are in a local Linux console window, please skip this step.

If you need to remote control Linux server, then please telnet or SSH to your Linux server first
with SSH/telnet client software like Putty. Putty can be downloaded for free from:
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Then login to your server as shown below:
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_cli‘ FPulTY Configuration

Category:
= Session Basic options far your PuT T session
Logging Specify your connection by host name or [P address
= Terminal M Y Y
Keyhoard Haost Mame (or IF address) Eort
Bell st yoLIFROSt.com 2z
i Winlzjei;ures Frotocol:
() B () Telnet () Rlogin (@) 55H
Appearance
Behawviour Load, save or delete a stored session
Translation )
Salection Saved Sessions
Colours YourHost
= CDT‘II::'IEI:‘tiEIﬂ Default Settings ~
roy hostl
Telnet host] 0
Rlagin hostl1 Sl
=-55H host?

Auth host3

Tunnels hostd b

Bugs

Close window on exit:
() Albwas () Newver (@) Only on clean exit
Ahout Open l l Cancel l

#* flashchat @host10:~
1

2.Download the latest Linux version of 123 Flash Chat Server Software at:
http://www.123flashchat.com/download.html,

Select the file: 123flashchat.tar.gz

You can download it by using this command:

$ wget http://www. 123flashchat.com/download/123flashchat.tar.gz

TopCMM Software
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= i~y
== 123flashchat ®topcmm:

3.Uncompress the 123flashchat.tar.gz
$ tar zxf 123flashchat.tar.gz

4. Start the server manually:
$ cd 123flashchat/server
$ ./fcserver.sh start

TopCMM Software
http://www.123flashchat.com




123 Flash Chat User Manual
2008 -10-30
Pages: 160f 96

# 123neshehst @ topomn: /1231 nshichat /aerver

Welcome to try
lemo ver

n will

ding cor
rting http
.arting the
rting the

start Check

rting the

5. Stop the server manually:
$ ./fcserver.sh stop

6. Restart the server manually:

$./fcserver.sh restart

t]$

com <

- 6.9.3 (build 20080512)

ing in for 10 minut

1y7. html
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e to try 1

demo v on of hs ver 6.9.3 (build 20080512)

logging in for 10 minutes!

Intry data
tion policy
rting httyp
arting the
rting the http

k Chat Time

7. How to auto start chat server after rebooting your server?
It can be done following the steps below:
Step 1:
Modify ffcserver.shq find the FCSERVER_HOME section, and configure the directory of
ffcserver.sha
For example, if you uncompress the 123flashchatserver.tar.gz into /usr/local/123flashchat,
make sure ffcserver.shois in the directory of /usr/local/123flashchat, then remove the f#0
before the two rows below in ffcserver.sha
FCSERVER_HOME=/usr/local/123flashchat/server
export FCSERVER_HOME

Step 2:

Modify /etc/rc.local file, add one row:
lusr/local/123flashchat/server/fserver.sh

Just replace ffusr/local/123flashchat/ fiwith your FCSERVER_HOME value.

3.2.4 Mac Operating System

1. Download the latest version of 123 Flash Chat Server Software(without JVM) from:
http://www.123flashchat.com/download.html

Select the file: 123flashchat_s.tar.gz

2. Uncompress the 123flashchat_s.tar.gz
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$gzip 7d 123flashchat_s.tar.gz
$ tar xf 123flashchat_s.tar

3. Start 123 Flash Chat Server:
$./fcserver_mac.sh start

4. Stop 123 Flash Chat Server:
$./fcserver_mac.sh stop

5. Restart 123 Flash Chat Server:
$./fcserver_mac.sh restart

3.25 Other Unix Operating System

1. Download the latest version of 123 Flash Chat Server Software (without JVM) from:
http://www.123flashchat.com/download.html,
Select the file: 123flashchatserver_s.tar.gz

2. Uncompress the 123flashchatserver_s.tar.gz
$gzip 1d 123flashchatserver_s.tar.gz
$ tar xf 123flashchatserver_s.tar

3. Make sure Sun j2sdk 5.0 or a newer version is already installed in your system. If it is
not, download it from: http://java.sun.com/

4, Set the Java variable and edit the system PATH variable in /etc/profile:

JAVA HOME=/usr/local/j2sdk5.0;export JAVA_HOME
CLASSPATH=$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar
PATH=$PATH:/usr/java/j2sdk5.0/bin;export PATH

5. Start 123 Flash Chat Server.
Remember to type all code below in a single line.

$ java i classpath CLASSPATH:lib/fcserver.jar:lib/moderator.jar:lib/changenick.jar: lib/
invisibleadmin.jar:lib/serverapi.jar:lib/robotmessage.jar:lib/fclib.jar:lib/log4j.jar:lib/jdom
Jjar:lib/xerces.jar com.topcmm.jchat.FCServer &

Note: For fiSun Solarisg we strongly recommend the patch for J2SDK to be installed before
installing the 123 Flash Chat Server Software. This will ensure the stability of the multi-
thread Java application,

The patch can be obtained from: http://sunsolve.sun.com/ptdyi/show.pl?target=patches/J2SE
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Tip: If you are still experiencing problems and require help with installing the Java software,
please contact your system administrator. Alternatively you can contact us via email at
support@123flashchat.com

Please make sure to include the details of your operating system.

If you have purchased 123 Flash Chat Server Software, please also include your name,
purchase email and user license, we'll provide a preferential support to buyer. Those who
have purchased the unlimited user license version of 123 Flash Chat will get priority and
will also receive a 2 yearsupgrade and technical support for free.

3.3 Web server

123 Flash Chat Server Software includes a temporary web server JUST for testing purpose.
But when you launch the 123 Flash Chat Server officially, a professional web server is
strongly recommended, such as Apache, IIS, etc.

To integrate the chat client to a web server other than the built-in web server, please

copy the ftlientofolder to the web directory of your web server, but keep in mind:

Note: DO NOT copy the fserverofolder to protect it from being downloaded by chatters, which
is very insecure. The fserverofolder should already be securely installed on the web server
automatically so far in the installation process.

3.4 Insert code

Please visitor the url: http://<the URL which mapping to the 123 flash chat client
folder>/publish-chat.html, select the client type, and input the correct values, then press the
fiGenerate Codeobutton, copy and paste thgenerateadode into your HTML page, at the proper
location.

About the details of the client parameters, please refer to Client Parameters

4. Configuration

4.1 Server Configuration

By default, all configuration for the chat server is controlled by two files:
1. fcserver.xml This is located at:

<123flashchat installed directory>/server/etc/fcserver.xml

2. server.xml It is located at:

<123flashchat installed directory>/server/etc/groups/default/server.xml
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You can also access both files from Windows st ar t masing Windowsysysterd.r e

41.1. fcserver.xml

4.1.1.1 Connection Configuration

Open the configuration file fcserver.xml
In the Connection Section, you can set two servers and listen to two ports.

primary-server

secondary-server

There are four reasons as to why there is a second server port option. They are listed below:

1

2)

3)

4)

Any version before Flash Player 7 only allows access on a high port (1024-65535) due to
security reasons, while a low port is forbidden. If you are okay with high port you will not
need to set secondary-server. However if you need to set port lower than 1024, you will
need a secondary-server.

If the port of your primary-server is lower than 1024 like 80, then only users with Flash
Player 7 or newer versions will be able to access the chat while users with flash player 6
canot .

In this case a secondary-server will be necessary. The port for the secondary server
should be greater than 1024, which will allow users with an earlier version of Flash Player
to access chat.

If you are going to set a high port for your primary-server, then usually you will not need
a secondary-server. You will be able to leave the option as default: enable=foffa

Using two servers with two ports is just a temporary solution while some users are still
using Flash players earlier than version 7.

When Flash player 7 or higher version becomes mainstream, we will take off the
secondary-server for future versions of 123 Flash Chat.

To help understanding, please study two tables below:

Parameter High port (1024-51127) Low port (<1024)
>=Flash player 7 v v
Primary server
v x
secondary server
Tablel
Parameter High port (1024-51127) Low port (<1024)

>=Flash player 7 v v

Primary server
v x

(unnecessary)

Table2
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To modify the Parameters, please refer to the table below:

Parameter Type Default Value Description
port Number 51127 Set the server port.
ip String * Set the Server address.

A default f*omeans the chat server will
bind to all IP addresses of your server.
If you set IP address of the server to the
specific IP address of your server, then
the chat server will only bind to this IP.

http-server:
To modify the Parameters, please refer to the table below:

Parameter Type Default Value Description
port Number 35555 Set the http server port.
ip String * Set the Server address.

A default f*oOmeans the chat server will
bind to all IP addresses of your server.
If you set IP address of the server to the
specific IP address of your server, then
the chat server will only bind to this IP.

enable String On Enable or disable the http server
documentRo | String .Iclient The directory out of which you will serve
ot your documents. By default, all requests

are taken from <123flashchat installed
directory>/client directory.

maxUPLoad | Number 1024 Setting the max file can be uploaded to
Size the server, if the value less than or equals
to 0, this means the server will not accept
any upload files.

max-connections-per-ip

<l-- max-connections-per-ip

Connection limit of each IP. By default it is fiLOa

If configure it to f0Q then one IP can login unlimited connections, this can be used for
performance test. -->

<max-connections-per-ip>10</max-connections-per-ip>

In current version, the cross-domain-policy is now enhanced in this way:

not only all connections originating from domain which is not in the allow-access list is
forbidden, those connections originating from local computer by launching SWF file are now
denied, too.

Only connections from allow-access list can access chat.

(Of course you can set it to permit access from any domain.)

4.1.1.2 Global Configuration

Open the configuration file fcserver.xml, In the Global Section:
To modify the Parameters, please refer to the tables below:
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Parameter Type Default Value Description

message- Number 10 It deals with messages.

handle- To handle high frequency messages with over

workers 1000 chat users in one room, please set it to a
higher value. Normally you will not need to
change it.

listen- Number 5 If the maximum number of users is over 1000,

workers please configure it with larger number.
Normally you will not need to change this.

http-listen- Number 5 The value of http-listen-workers determine on

workers the purpose of the http server. If you use the
http server to receive the upload files mainly,
please set it to a bigger value (about 20~50), if
you use the http server act as a proxy server,
setting the value equals to the listen-workers is
enough.

http- Number 10 It can deal with messages from the HTTP

message- server.

handle- To handle high frequency messages from your

workers HTTP chat server with over 1000 users, please
set it to a higher value. Normally you will not
need to change it.

max- Number 10000 The user maximum in all rooms will be limited

connection by the license youbve

user-timeout | numbers 300 If a still logged-in user does not send a request
to the chat server for a predefined period of
time, chat server will stop serve him and the
connection will be cut.
For example:
If a user clicks another URL in their current
browser instead of quitting 123 Flash Chat first,
their connection will be cut by this setting. But if
the 123 Flash Chat user is inactive inside their
current browser their connection will still be
kept as the flash client will send request to the
chat server at intervals to keep the connection
alive.

user-idle- numbers 300 A user will be identified as being in fidledstatus

timeout when they have not sent a message for a
defined period of time. The units of measure
are seconds.

user- numbers 20 A user will get ffailed to log inderror message

connection- when it exceeds the predefined period of time

timeout to try to connect to the chat server.

data-path String data Sets the folder name in which following data
files are stored: member folder; ban-ip list; ban-
user list, etc.

admin-logs- string logs Name of the folder of admin log data files.

path

max- Number 10 Connection limit of each IP. By default it is fiLOG

connections- If configure it to fDQ then one IP can login

per-ip unlimited connections, this can be used for
performance test.

time-zone Number 0 Set your local time zone. between -12 to 12.

For example, -5: GMT-5, 8: GMT+8
Default is 0: GMT
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4.1.1.3 EmbeddedAudio Video Server Configuration

A modifiedred5 servewasembeddednto 123 Flash Chahherentlyto support video chat and
whiteboard function on condition that the two extra modules were purchased and activated,
without installingFlash Media server.
The red5server will be started as a spitocess of flash chat server
But the embedded media server is for testing purpose basifdilyge concurrent users are
involved and great performance is pursued, the extra flash med& sestill the recommended
solution for video and whiteboard moduld3ease be aware that the red5 server may have a
performance issue whehere are a lot ofoncurrentusers in that case you are suggested to buy
ADOBE flash media servdrom adobe.com
<red5mediaserver application="123flashchat" minmemory="8" maxmemory="8">
<rtmp-server ip="*" port="1935" enable="On"></rtrrgerver>
<rtmp-messagéandleworkers>10</rtmpmessagdandleworkers>
<rtmp-listenworkers>5</rtmglistenworkers>
</flashmediaserver>

red5-media-server:

Parameter Type Default Value Description

application String 123flashchat The application name of the red5 media
server to determine the red5 media server
target URI.

It& used in <flash-media-server targetURI>
in the fserver.xmlo

The format: domain or IP/application name.
minmemory | Number 8 The minimum memory is committed to the
VM initially. The JVM can increase it to
the size of max memory. By default it is 8
maxmemory | Number 8 The maximum memory value determines
the size of the heap to reserve at JVM
initially. By default it is 8

(You can adjust the min memory and the max memory value to tuning the performance of the
embedded red5 media server)

rtmp-server:

Parameter Type Default Value Description

ip String * The rtmp server address

port Number 1935 The rtmp server port

enable String On Enable or disable the rtmp server

rtmp-messagédandleworkers

Parameter Type Default Value Description
Number 10 rtmp-message-handle-workers can
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deal with stream messages. To
handle high frequency stream
messages please set it to a bigger
value more than 10. By default it is

10.
rtmp-listenrworkers:
Parameter Type Default Value Description
Number 5 It determines how many threads will

handle rtmp connections.
By default it is 5.

41.1 server.xml

4.1.2.1 General Configuration

To modify the Parameters, please refer to the table below:

Parameter Type Default Value Description

enable-guest- | On/Off On Allow unregistered guest to log in or not.

login

Enable-user- | On/Off On Allow new user to register

register

max- Numbers 10000 User Maximum in all rooms of current group
connection simultaneously.

Max-userid- Number 32 Maximum length of user id when registering
length

max-passwd- | Number 32 Maximum length of password when registering
length

max-email- Number 128 Maximum length of email address when

length registering

Max-cached- | Number 5 Shows the last conversation in a newly
message- opened room and defines how many latest
entry messages will be displayed.

Integrated- String None 123 Flash Chat can integrate your existing user
other- database, like that of your forum or portal
database system.

123 Flash Chat integrates phpBB, PHPNuke,
PostNuke, AspNuke, etc.

A forum which doesna have a database can
not be integrated.

The modes of IntegratedOtherDatabases are:
None i not using an integrated database to
authorize a user

Mysqgl i using a mysqgl database

Oracle i using an oracle database

ODBC i using ODBC DSN to connect a
database
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Common i using all kinds of databases,
advanced setting

URLTiusing a web URL to
login information.

Eg:

<IntegratedOtherDatabase mode=fMysql&>

If it is set to ANoned when a new user clicks
fregisterg they will be registered in the chat
room original register window

If set to Mysqlg fOracledor ftommong then
when a new user clicks fregisterg a new
window will pop up and they will be directed to
another URL which is pre-set in client.xml.

Auth-url

string

You can just leave it blank or even delete this
line. It is only necessary when fintegrated-
other-databaseois set to URL.

It means the URL you use to authorize your
users must have two arguments. One is
the %usename%, the other is

the %password%.

Eg:

<auth-
url>http://www.yourhost.com/login_chat.php?us
ername=%username%&amp;password=%pass

word%</auth-url>

In this URL, fi&amp;dmeans the character fi&6in

xml.

That is to say, when the user logs into your
website by inputing their username fimynameo
and their password fmypasswordqg and click
fchatolink or button, the chat server will visit
fhttp://www.yourhost.com/login_chat.php?user
name=mynameé&password=mypasswordoin
order to get the login information and will
output numbers between 0 to 7, each with a

different meaning.

071 login successfully;
17 wrong password,;

27 the username cand be used;
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31 login error, e.g. error in connecting
database;

471 username does not exist;

51 successfully login as the administrator;
61 guest login not allowed;

71 username banned .

talk-interval

numbers

1000

This is the shortest pause ( in milliseconds)
between two utterances.

This prevents screen flooding. Eg: 1000 =1
second.

Kick-ban-
timeout

numbers

15

Specifies a time period to ban a user&
username and IP address after he has been
0 ki ¢ k elbhit: minute 6 .

note: a user will only be banned from the
current room but not from other rooms.

If you set it to fDQ there& no fhano
accompanied with fkicka

moderatorSe
elP

On/Off

Off

Enable the moderator users have permission to
check others IP address.

4.1.2.2 User Configuration

Open the configuration file: server.xml

In the user section, you can configure <admin> and <ReservedUserName>.

To add an administrator, just add one line in the Users -> admin Section:

<user name=fadminopasswd=rftesto md5=roffd>

or:

<user name=fadminopasswd=fD98f6bcd4621d373cade4e832627b4f60md5=fond>

Parameters of admin configuration:

Parameter Type Default Value Description
name string username of the administrator name
passwd string Password of the administrator can be password
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encrypted by MDS5 or not.

If the password is not encrypted it
needs to be set as: md5=foffa

If encrypted it needs to be set as:
md5=fona

md>5 string md>5

Multiple administrator accounts can be set up, however for security reasons, it is
recommended to appoint only one administrator and to designate multiple moderators for
di fferent rooms who have |l ess O6power 6.

To add a reserved username, just add one row in
<ReservedUserName> tag:
<word>Administrator</word>

4.1.2.3 Log Configuration

There are 3 kinds of logs:
1. access log

2. error log

3. message log.

One log file is generated for one day. The main log always records the current days logs.
The history log automatically adds a postfix of the date.

For example: access.log, access.log.2006-5-8, access.log.2006-5-7,

Parameter Type Default Value Description
logs-path string logs Set the directory of data files
access-log string access.log Set the filename of the access log
Error-log string error.log Set the filename of the error log
message logs
Parameter Type Default Value Description
logs-type string html Define the type of log to be html
or plain text.
1. text file.
sample: **.log
2. html file.
sample: **.html
public-message- string Set the directory of public
path message
public-message- string on Enable or disable to save the
file-name->enable public message.
public-message- string Set the root wurl of public
root-url message.
public-message- string public Set the filename of the public
file-name message log
public-message- string Off Enable or disable to show the
button public message button in client
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side, which will display in the chat
history panel.
private-message- string Set the directory of private
path message
private-message- string on Enable or disable to save the
path ->enable private message.
private-message- string private Set the filename of the private
file-name message log

4.1.2.4 FilterWords Configuration

Inappropriate Words may need to be filtered from a conversation.

If you want to substitute a word, please add one row in the tag below: <FilterWords> in
<123FlashChatServer installed dir>\server\etc\groups\default\server.xml.

Then set the substitute in the following tag:

<FilterWords replace=fiyour substitutes>

For example:

<FilterWords replace=f**¢>
<filter>fuck</filter>
<filter>shit</filter>
</FilterWords>

Parameter Type Default Value Description

filter string Bad words needed to be filtered.

replace string *x Set the substitute to replace the
filtered words.

Partial filter is also enabled, such as: ffuckyouowill be filtered as ft**youa

4.1.2.5 robot-message

Scheduledautomat i ¢ 6robot &6 message(s) can be defined,
room(s) within certain intervals. This can be used for Site News, Advertisement, etc.
Check details

Parameter Type Default Value Description
enable On/off On Enable or disable chat bot.

4.1.2.6 serverapi
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The 123 Flash Chat server can receive commands sent by third party applications and
can send its data to the application or can operate on the chat server accordingly. By

default it is set to be fOnd enabled.

<server-api enable="On">

<auth-password>3874-3459-9293-2194</auth-password>

<allow-access-from>
<ip>127.0.0.1</ip>
<ip>68.69.11.22</ip>
</allow-access-from>
</server-api>
Check details

Parameter Default Value Description

auth-password 3874-3459-9293-2194 Only command with the right

key( password) will be authorized by
the chat server and will be effective.

allow-access-from->ip *

Only command contains in the allow-
access-from ip list is legitimate.

If set to /Q then commands from all IP
address are valid. which is insecure.

4.1.2.7 Modules

With following optional modules, the chat can be greatly enhanced.
These are included in the demonstration version for test but are not included in the

standard full version by default.

Specific module(s) can be purchased if required.

Module
name

Default Value

Introduction

moderated- | On
chat

With moderated-chat module enabled, the questions
submitted by participants can't go public unless the
Moderator or Admin approves/passes it.

change- On
nick

With change-nick module enabled, your users can have
the ability to change display nickname after logged in. It
makes your chat more flexible and has more fun.
"enable": Enable the change nickname function.
"enableCustomProfile”: Users can have their own
profile panel other than a nickname, in the panel they
can change their display nickname, location, sex, age
and avatar after logging in when the value of
enableCustomProfile is on. Otherwise users can
change nickname only.

invisible- On
admin

With the invisible-admin module enabled, the
administrator can monitor the chat conversations in
chat rooms invisibly.

Without the fexistenceoof the administrator, chatters
can freely talk but

can also be stopped by the administrator if their
language is inappropriate..
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encrypt- off With encrypt-message module enabled, messages will
message be encrypted to ensure the security of the chat server.
123flashchat encrypts messages using RSA.
event-chat | On Certain chat room(s) can be configured to automatically
open and close at a particular time.
You may broadcast some chat topic on the website
before the event, and edit the chat history to be quality
web content after the event.
Event-chat is an effective way to gather more traffic to
chat room.
image- enableLobby=fOno | With the optional Image Transfer Module enabled, use
transfer enablePrivate=fOn | are able to share picturesthveach other to add spice an
0 power to the conversatio®nly JPG or JPEG formats ar
uploadURL=A fdow | gllowed.
nloadURL=A fhaxU
PLoadSize=fb120
imageHeight=f3000
imageWidth=m000
allowGuest=fDOffd
autoLoadimage=fD
ffo
flashcom- audio=fOffo With flashcom-audio-video module enabled, and
audio-video | video=fOffo macromedia flash media server installed, your chat can
needRequest=fOno | have webcam and voice chat features.
adminNeedReques | Unlike the basic text chat, this module needs support of
t=fDffo flash media server.
canShutOffAdmin=
fono
moderatorNeedRe
quest=fDffo
canShutOffModerat
or=fono
maxWindow=fbo
activeRooms=ft0
allowGuest=Offd
white-board | enable=fOffo With which users can draw on whiteboard while others
userDrawPermissio | can watch or join him to draw more.
n=f11100
userModifyPermiss
ion=fi111100
width=f6100
height=M000
buddy-list On Besides the userlist tab, you will firdbuddylist tab.

Where the registered users are entitled to add register
users to the buddylist and get buddies' status:
online/offline, and can remove buddies and private chg
with buddies.

4.1.2.8 Logo Configuration

Sample:

<logo href=Aiwww.123flashchat.cofisrc=0 »</logo>

Parameter

Type

Description
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Define your homepage link, then a
click on the logo will link the visitors
to your homepage in a new
browser window.

It can be left blank to disable any
link.

It defines the origin of the logo file.
To leave it blank means the logo
file is located in the default skin
folder,

you may also fill in an URL which
starts with "http://* here to define
an external logo picture. Default
value: "

href String

src String

4.1.2.9 <room_id>.xml

In the directory:
<123flashchat installed directory>/server/data/default/rooms/
There are files named fknumber>.xmla
For example: 1.xml, 1032.xml
Each one of these files represents a chat room.
The room change in admin panel will affects these xml files accordingly at real-time, ie:
when adding a room in the admin panel, one file will be generated into this directory;
when deleting one room, one file will be removed from this directory.
For example:
<?xml version=fl.00encoding=AJTF-8&?>
<room>
<name>Main Test</name>
<max>200</max>
<des>Tip: test register, enter, exit room, send, newline, etc</des>
<owner>admin</owner>
<speaker></speaker>
<password></password>
<member-only>Off</member-only>
<pass-all-message>Off</pass-all-message>
<roomOpen>
<Time o=fspecialds=R006-04-18 17:55:000e=R006-04-18 18:01:000></Time>
</roomOpen>
<visual-avatar-chat-room enable="On" background="Restaurant"></visual-avatar-chat-
room>
<enable>@</enable>
<showtype>2</showtype>
<welcomemessage></welcommessage>
<audio enable="On"></audio>

<video enable="On"></video>
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<white-board enable="On"></whitboard>
</room>

Note file name is room IDnot room name.

Parameter Type Description
name String Chat room name
max Number Max number of people in one

room, which is limited by the user
license you have.

Des String Chat room description and

introduction.

Owner String Chat room owner= moderator who
can kick any one causing a
nuisance.

To have two or more moderators,
please enter the owner list in this
tag separated by fidwith no spaces
between.

eg: aaa,bbb,ccc.

In admin panel, moderatators can
be added, dited and deleted.

Speaker String When a roomdés st g
6modercehtaga d, al l
from ordinary users are not made
public unless the moderator

passes them.

Another type of user is fepeakera

A speaker is entitled to talk freely

in public without the consent of the

moderator.

To have more than one speaker,

the list of speakers can be entered

into the tag, separated by fiowith
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no spaces between.
eg: aaa,bbb,ccc.

A speaker can not kick someone
from the chat room.

Leave the field of speaker to be
blank if you want.

Password

String

Chat Room password.

If you do not want a password to
protect a chat room, leave this
section blank.

Member-only

Boolean (On/Off)

This determines whether a room is
Omembers onlyd or
including guests.

Pass-all- Boolean (On/Off) Enable or disable moderator chat

message mode(need moderator chat
module)

room-open

room-open - Define the particular time to open

>time and close the chat room.

Room-open - Normal/Special Room mode, fnormaldomeans

>time- 0 certain time period of each day or
certain day of a week.
fspecialdmeans special chat event
of a particular day.

Room-open - number Example: 2006-04-18 17:55:00

>time- s Room start time.

Room-open - number Example: 2006-04-18 18:01:00

>time- e Room end time.

Visual-avatar- Boolean (On/Off) Whether enabled the visual avatar

chat-room- chat mode (need visual avatar chat

>enable module)

visual-avatar- String The visual avatar chat room&

chat-room-> background.

background

Enable Boolean (On/Off) The ioomstatuss openor close(Off
means closeflOn means opened)

show-type number It determines the room will only b
displayedin the avatar chat client, ¢
in the text chat room list as well.
means displayed in text chat rod
list too, 2 means only displayed
the avatar chat client side.)

welcome- String The roon@ welcome message

message

audio->enable

Boolean (On/Off)

Enable or disable the audio in th
room. It needs the audio vidg
module

video->enable

Boolean (On/Off)

Enable or disable the video in t
room. It needs the audio vidg
module

white-board-

Boolean (On/Off)

Enable or disable thehite boardin
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>enable the oom. It needs thevhite board
module

When you@e done with room editing in xml files, save them as UTF-8 format, otherwise
the chat server cand recognize them.

4.1.2.10data-api

The 123 Flash Chat Server provides some data APIs for the third-party application to get
the chat server data through an HTTP request. By default it is set to be flOn& enabled.
<data-api enable="On">
<query-allow-access-from>
<ip>127.0.0.1</ip>
<ip>69.12.13.55</ip>
</query-allow-access-from>
<push-allow-access-from>
<ip>127.0.0.1</ip>
</push-allow-access-from>

</data-api>

Check Details

Parameter Default Value Description

query-allow-access- * Only those access requests which are

from->ip contained in this IP list is legitimate.
If set to f+Q then request from all IP
address are valid, which is insecure
and not recommended.

push-allow-access- 127.0.0.1 Only those access requests which are

from->ip contained in this IP list is legitimate.
If set to f+Q then request from all IP
address are valid, which is insecure
and not recommended.

4.1.2.11Security Enhancement

A more secure mechanism is addedl®3 Flash Chat Server frevent the attacks of some
hacking toolsand the trick is to disable the downward compatibiliynce seting downward
compadibility to fOffo, the hacking tools utilized with the older version 123 Flash Chal can
connect to the chat server, ie: firevening hackng mechanisnis activated (and vice versa)

<downwardcompatibility enable="On"></downwascbmpatibility>

Parameter Default Value Description

downward- On Allow the connection attempts from the

compatibility->enable older version chat clients to the chat
server.
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4.1.2.12Mute Configuration

<muteenable="On"autoMute="0On'timeout="60000"></mute>

Parameter Default Value Description

mute->enable On Enable or disable the mute function.

mute->autoMute On Enable or disable the auto mute
function, the client will auto mute the
user by some rules.

mute->timeout 60000 Specifies a time period to mute a user

after he has been muted. Unit:
milliseconds

4.2 Client Configuration

There are three client configuration files:

1. client.xml,
2. skin.xml,
3. color.xml

The modifications for these files will not be effective until the chat client is re-opened.

42.1 client.xml

Only values can be changed, not the names.

Parameter Type Default value Description
HomeUrl String http://www.123f | This is the URL you want the logo to
lashchat.com link to. |If this i
be no link over the logo.

HelpUrl String help/index.html | This is the URL for the help file. This
can be translated to any language
locally, uploaded to your web server
and the new help URL can be
inserted here.

registerUrl String null This parameter will not need to be
configured if you are using 123 Flash
Chat to store your user data.

This parameter is only required if you
are using an external database.
copyright string Copyright This is your company copyright
2001-2005 information. This will be displayed in
TopCMM the faboutopanel.
Computing Inc.
All Rights
Reserved.
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loadRootPath

string

null

This is the directory where the
language folder and skin folder are

|l ocated. These shg¢
If however you put them on another
server, please set them to http://url/
For example:
fhttp://www.123flashchat.com/chat/o
Don't forget the slash at the end.

language

string

Choose the interface language from
our collection. Current versions of
123 Flash Chat offer the following
choices:

1) en - English (default)

2) zh-CN - Simplified Chinese

3) zh-TW - Traditional Chinese

4) nl - Dutch

5) fr - French

6) ja - Japanese

7) es - Spanish

8) de - German

9) it - Italian

10)hu - Hungarian

11)ru - Russian

12)hr - Croatian

13)tr - Turkey

14)ar - Arabic

15)pt - Portugues

16)ko - Korean

17)serbian - Serbian

18)pl - Polish

19)no - Norwegian

20)farsi - Farsi

21)el - Greek

22)iceland - Iceland

23)cs - Czech

24)da - Danish

25)fi - Finnish

26)sv - Swedish

27)pt-br - Brazil Portugues

Note: the language files are located
in the folder: <loadRootPath>/lang/
The interface can also be translated
into other languages which are not
included in this list. If this is the case,
please save it as language_***.xml.
Put it into the same folder and edit
language setting in ftlient.xmla You
will then get a local version of 123
Flash Chat.

skin

string

standard

We offer the following skins:

1) standard - Aqua blue skin, scalable
vector skin.

2) beige - Aqua beige skin, scalable
vector skin.

3) angel - Black metallic bitmap skin.
4) hawaii - Aqua black skin, scalable
vector skin.

5) classic - Blue bitmap skin.

6) green - Green skin, scalable vector
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skin.

7) red - Red& black skin, scalable
vector skin.

8) orange - Orange skin, scalable
vector skin.

9) clean - Aqua blue & gray skin,
scalable vector skin.

You can also design a new skin
based on the existing skins.

profileUrl

string

null

You can either enable or disable the
fprofiledoption by setting the value to
ftrueoor ffalsea

If it is enabled, enter the correct value
after the furl=feg:
http://yourwebsite/profile.php?user=
%USER%

the fprofiledlink can be found when
activating a user from the user list in
the pop up menu.

Click on the fprofiledlink to view the
user's details in a new browser
window.

The URL value can be the profile link
in your existing database or even the
profile link of another website.

Note: you can add multiple profile
URLs.

enableRoomSounds

boolean

true

This is the default sound setting in
the chat room. This can be enabled
by selecting ftruedor disabled by
selecting ffalsea

enterRoomSound

boolean

true

This is where you can choose
whether or not to play a sound alert
when anyone enters the room you
are in.

The default value for this is ftrued
which is also the default value for all
your members.

Your members can set their
preferences in their option panel.

messageSound

boolean

true

This is where you can choose
whether or not to play a sound alert
when receiving a message.

The default value for this is firueo
which is also the default value for all
your members.

Your members can set their
preferences in their option panel.

typingSound

boolean

true

This is where you can choose
whether or not to play sound when
typing messages.

The default value for this is ffalsed
which is also the default value for all
your members.

Your members can set their
preferences in their option panel.

sendingSound

boolean

true

This is where you can choose
whether or not to play a sound alert
when sending a message.
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The default value for this is ftrued
which is also the default value for all
your members.

Your members can set their
preferences in their option panel.

guitRoomSound

boolean

true

This is where you can choose
whether or not to play a sound alert
when someone exits a room.

The default value for this is firue
which is also the default value for all
your members.

Your members can set their
preferences in their option panel.

singleLineMode

boolean

false

This enables switching to a single-
line or multi-line mode.

Messages can be set next to the
speaker by choosing ftruea This will
save chat space. For example:

fiMr.A says: Hello.0

Messages can be displayed on a new
line by choosing ffalsea For example:
fMr.A says:

Hello.o

ffalseowill then be the default value
for all your members.

Your members can set their
preferences in their option panel.

parseURI

boolean

true

This is where you can make the URL
address in messages clickable or not.
If the value is set to firueq then the
valid URL, (a string with thttp://0or
fvww. *****qwhich is 9 characters at
least) will become underlined and
linked to the specified URL.

Defaul value is ftrued which is also
default value for all your members.
Your members can set their
preferences in their option panel.

autoSaveUsername

boolean

true

When the value for this is set to ftrueo
a chatter's username will
automatically be saved in the cache.
The default value for this is ftruedfor
all of your members.

Your members can set their
preferences in their option panel.

autoSavePassword

boolean

false

When the value for this is set to ftrueo
a member's username will
automatically be saved in the cache.
The default value for this is ffalseofor
all your members.

Your members can set their
preferences in their option panel.

autoSaveAvatarFonts

boolean

true

When the value for this is set to firueo
a chatter's avatar, font style and color
will automatically be saved in the
cache.

The default value for this is firueofor
all your members.

Your members can set their
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